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Overview of fedora

Operating system
What iIs linux?
Why use linux?
Features of linux
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Beginnin ﬁhginstallation

Fedora

— To install or upgrade in graphical mode, press the <{ENTER> key.
— To install or upgrade in text mode, type: linux text {ENTER>.
— U=se the function keys listed below for more information.

[Fi1-Mainl [FZ2-0Options] [F3-Generall [F4-HKernell [F5-Rescuel
boot: _




Check CD-ROM media before
Installation

{lelcome to Fedora Core

CD Found

To begin testing the CD media before
installation press OK.

Choose Skip to skip the media test
and start the installation.

{Tab*>/<Alt-Tab> between elements | <{Space> selects i {F12> next screen




Read help or release notes
before installing fedora

Welcome to
Fedora Core

Welcome! Throughout this
installation you will be able to
use your mouse to choose
different options. You can also
navigate the installation using
the Tab and Enter keys.

Use the Next and Back
buttons to progress through
these screens. Click Nextto
save the information and
proceed to the next screen;
click Back to move to the
previous screen.

To minimize this help screen,
click on the Hide Help button.

The release notes provide an

< Release Notes




Language Selection

Choose the Enguage you would like o
use during this ins@allation.

Select language

What bnguage would you like 1o use during the installtion pmocess?

;ChineseljSimplifiEd &y A
| Chinesa(Traditonal) L
i Cmoatian (Hnatskil

| Czech I:Ceétin::l

| Danish (Dansk)

utch (Nederkands)

mench (FRngais)
erman (Dautsch)
celandic (islenska)

talian (ialana)

dorwvegian (M

oruguese (Portugués)



Select default keyboar

o
I{E‘Ybﬂﬂrd Cnnfiguratinn \lﬂ\j Select the appmpriate keyboard for the system.

Choose the byout type for the keyboard
(for example, U.5. English) that you
would like to use for the system. Russian (Micmsaft)

Russian (cpl251)

Russian (rul)
Russian (ru2)
Russian (win}
Skwvakian

Shvenian

Spanish

Speakup

Speakup (Bpop)
Swedish

Swiss French

Swiss Franch ilatin1)
Swiss Garman

Swiss German (atinl)
Turkish

Ukminian

| United Kingdam

U.5. Intemational



Select installation type

Installation Type

Choose the type of insalation that will
best meet your neads.

An installation will destroy any previoushy
saved information on the selectad
paritions.

For mare information conceming the
differences among these ins@allation

ssas, refarto the poduct
documentation.

Personal Desktop

Perect for personal compulers orlaphops, select this
installation type loinstall a grpl desklop envimonment
and create a system ideal for home or des klop use.

Workstation
T lion installs a gaphical des kiop envimonment with
software development and system administakon.

Sarvar

Select this ins@llation type if you would like o

sharng, pint sharng, and Web senices. Additional

senvices can also be enabled, and you can choose whather
not o install a gmphical envimnment.

Custom

Selact this installation typa to gain completa contol over
tha installation p s, including software pac kage
selaction and paritioning.




Partitioning scheme

Disk Partitioning Setup

One of the rgest obstacles fora new
userduring a Linux installtion is
partitoning. This pmocess is made easiar
by providing automatic partitioning.

By selecting automatic partitioning, you
il nat have to use paritioning tools o

assign mount points, creata partitions, ¢ Autormatic Partitioning sels paritions based on the selectad

allacate space for your insallation. installation type. You also can customize the paritions once
they have been created.

To pariton manually, choose the Disk

Druid paritioning tool, The manual disk paritioning tool, Disk Druid, allbws you o
creata paritions in an intemctive envimnment. You can set the

Use the Back button to c file system types, mount points, parition sizes, and more.

different installation, orchoose Next if

you want o pmoceed with this Automatically partition

installatian, Manually panition with Disk Druid




Use disk druid for partition

Disk Setup

se wheme you would like
Fedom Comre o be installed.

you do not know how o partition

our systemar if you need help with
using the manual paritioning tools,
refer to the poduct documentation.

Ifyou used auwmatic panitoning,
you can eitheraccept the cument

partition settings k Ne

madify the setup using the manual
paritioning ool

If you are manually panitioning your
system, you will see yourcurment
hard driveis) and panitions dispbyed
below. Use the panitioning [in]
add, edit, or delete partitions for
your system.

Note, you must create a mat ()
n before you can poceed
ith this instalation. If you do not
create a mot partition, the
instalation pogmm
where o install Fedo
Partitioning
ical

Drive fdev/hda (5293 MB) (Model: VMware Virtual IDE Hard Drive)

Hard Drives
= [dev/hda

Frea Free space

[] Hide RAID device/LVM Valume Group members



Review the partitionin
scheme

Disk Setup

Choose whemn you would like
Fedom Core o be insaled. Drive /dev/hda (5393 MB) (Model: VMware Virtual IDE Hard Drive)

it Free
If do not ¢ how to partition

rsystemar if you need help with
using the manual paritioning tools,
refer to the poduct documentation.

Ifyou used auwmatic panitoning,

accept the cument
parition settings (click Next), ar
madify the setup using the manual
partitioning o

If you are manually panitioning your

system, you will see urrant

hard driveis) and panitions dispbyed || Hard Drives

below. Use the panitoning ool 1o | = {dev/hda

add, edit, or delete partitions for | :

your system. Frea Free space

Note, you must create a mot |

parition before you can p ad
ith this instalation. If you do not

create a mot partition, the

instalation pogmm will not know

wherm o install Fedom Core.

Partitioning

[] Hide RAID device/LVM Valume Group members



configure a boot loader

. Boot Loader

Configuration

By default, the GRUB boot bader
will be installed on the system. If you
notwant 1o install GRUB as your
bader, select Change boot
loader,

You can also & which OS5 (if

you hawva more than one) should

boot by default. Select Default

baside the preferred boaot parition to
se yourdefault bootable O5,
will nat be able o move f

in the installation unless you ©

a defaul boot image.

You may add, edit, and delete the
boot bader entries by selecting a

partition with your mouse and then
clicking on the appmopriate bution.

To enhance your syste m security,
select Use a Boot Loader
Passwaord. Once selected, antera
password and the nfirm it

If you want nfigura where the
boot bader will be installed or if you
wmnt o add nntinns o tha bhoot

The GRUB boot bader will be installed on /dev/hda.

Yaou can configure the boot lbader o boot otheropemting systems. It wil
allow you to select an operating system to boot from the list. To add
additional opermting systems, which are not automatically detected, click
'Add." To change the opemting system booted by defaul, select ‘Default’
by the desired opemting system.

A boot bader passward prevents users fomchanging
options passed o the kemel Forgreater system
security, it is mcommended that you set a password,

|:| Use a boot bader password

|:| Configure advanced boot baderoptions




Network configuration

Network Devices

Network Configuration

Any network devices you have on |
| 7

i
ethd;  192,168.2.55/255,255,255.0

the system will be auomatically
detected by the installtion pogam |
and shown in the Network Devices |
list.

To configure the network device, first |
salact the device and then click Edit. |
In the Editinterface screen, you
can @ o have the IP and
Netmask information configured by
DHCP aryou can entar it manualky.

e o make the

Hosmame
Set the hostname:

If you do not have DHCP client
access orare unsure as o what this |
information is, please contact your fex. "host.domain.cam’)
Netaark Administatar,

If your system is panofa bmer
netwark where hostnames are
assigned by DHCP, select
automatically via DHCP. Othemise, ||
select manually and enterin an | Primary DNS:
FOHN-based hostname for your

system (such as name.example. Secondary DN
com). Ifyou de 1 syste mowill Teniary DNS:

Gateway:




Firewall configuration

Firewall
Configuration

A firewall sits between your
computer and the network, and
determines which resources on
your computer remote users on
the network are able to access.
A properly configured firewall
can greatly increase the out-of-
the-box security of your system.

Choose the appropriate
security level for your system.

No Firewall — No firewall
provides complete access to
your system and does no
security checking. Security
checking is the disabling of
access to certain services. This
should only be selected if you

S g |

Release Motes

A firewall can help prevent unauthorized access to your computer from the
outside world. Would you like to enable a firewall?

") No firewall
Enable firewall

With a firewall, you may wish to allow access to specific services
on your computer from others. Allow access to which services?

[#] Remote Login (SSH)

Web Server (HTTP, HTTPS)
File Transfer (FTP)

Bl Mail Server (SMTP)

Security Enhanced Linux (SELinux) provides finer-grained security
controls than are available in a traditional Linux system. [t can be
set up in a disabled state, a state which only warns about things
which would be denied, or a fully active state.

Enable SELinux?:




Select time zone

Time Zone Selection

Sat your time zone by selecting your
omputers physial beation.

a red X will ap
selection

the avaibble list and c
zone,

uses UTC option.(UTC, also

GMT, will allbw your system

handle daylight-saving time.) Please

select this if yourcomputer's hardware
is sal o UTC (instead of being set

o your local time ).

[ Amarca/Mipigon

LA rmnrieadblomon

Description

ricafNew_Yark - Eastem Time

[] systemchbck uses UTC

—Alrlo Time et Alaeka

Eastem Time - Ontaro & Quebec - plces that d |
|




Creating the root password

0
Set Root Password f ‘) Enter the mot (administator) password for the system.
5
Use the o unt only fi
administmtion, Once the installation has
been completed, create a non-moot
account foryourgeneml use and su -
ain mot access when you need to fix
omething quickly. These basi rules will
minimize the chances of a typo ar
incormect command doing damage o
YOur systam,

Root Passwornd:

Confim:



Software selection

Package Group Selection

Salect the packe

that you want o insall

package gmup, kon the check box
beside i

Once a package gmup has haen
hich
be installed by defaultand
remove optional packages
fram that goup.

Server Configuration Tools [3/12]
This gmup tains allof Red Hat's custom senver
configumtion 1o

Web Server [12/17]

These mols allbw you o mun a Web senveron the
system.

[] mail Server [0/8]

These packages all
Postf mail server.

nfigure an IMAP ar

Windows File Server [2/2]

[E This package goup allows you 1o sham files
Q’x J between Linux and M5 Wind (tm) systems

[] pNs Name Server [0/3]
) This package gmup allbws you 1o run a DNS name
h,‘;j sarver (BIND)an the system.
[] FrP server [0/1]

Thesa ¢ you o un an FTP serveron the
systam.

Total install size: 839M




Create boot disk

Boot Diskette Creation

To create a boot diskette, inserta blank
diskatte into your floppy drive, and click
Next o continue.

The boot diskette allbws you to boot your Fedom Core system
fmma floppy diskette. A boot diskette allows you o boot your
system in the event your bootbaderconfigumtion stops
working, if you chose not o install a boot bader, or if your third-
party boot bader does not support Linux,

It is highly mcommended you create a boot diskette,

Yeas, | would like to create a boot diskette

No, | do notwant to create a boot diskette



Boot fedora i{h GRUB

GNU GRUB version B.95 (638K louer ~ 198592K upper menory)

Fedora Core (2.5.7-1.47Bsmp) il
Fedora Core-up (2.6.7-1.478)

‘Use the T and 4 keys to select which Emtr;_l iz highlighted.
Press enter to boot the selected 08, to edit the
_conmands hefore Iumting, 'a' to nmIli‘y the kernol arguments
before booting, or 'c' for a command-line,



About desktop

Getting familiar with the desktop
Using the Gnome desktop
Exiting Gnome




FaY Linux commands

The shell interface

Checking the login session

Checking directories and permissions
Creating file and directories




Linux system administration

Becoming super user

emporarily changing user identity with su
command

Using graphical administrative tools
Administrative commands
Administrative configuration files




RN Connecting to the internet

Setting up dial-up PPP

Creating a dial- up connection with the
Internet configuration wizard

Launching PPP connection
Setting up linux as a proxy server

Configuring mozilla or firefox to use as a
proxy




Creating a dial —up connection

B =~~~ AddnewbDeviceType  ____ [BIEIE)
Select Device Type

Device Type Create a new ethernet connection.
- Ethernet connection

EA ISDN connection

{ Modem connection
@ Token Ring connectir
=¥ Wireless connection

% xDSL connection

#® Cancel P> Forward




Configuring mozilla to use as
a proxy

 Connection Settings '””’”/f///m

Configure Proxies to Access the Internet

() Direct connection to the Intermnet
() Auto-detect proxy settings for this network
(® Manual proxy configuration
Use the same proxy for all protocols
HTTP Proxy: [192.168.1.2
S5L Proxy: [102.168
ETP Proxy:
Gopher Proxy:
SOCKS Host:

No Proxy for: |localhost, 127.0.0.1
Example: .mozilla.org, .net.nz, 192.168.1.0/24

() Automatic proxy configuration URL:




Setting up local area network

LAN topologies

LAN equipment

Networking with TCP/IP

Configuring TCP/IP

Adding windows computer’s to user LAN
|P address classes




Configuring TCP/IP

©@ 7777 Network Configuration 77 | IEIER)

File Profile Help

8 & O V4 %

MNew Edit Copy Delete Activate Deactivate

1.0 You may configure network devices associated with
:l E physical hardware here. Multiple logical devices can be

/ associated with a single piece of hardware.

N Active - ethD  ethO

Active profile: Commaon




NFS share

Basic | General Options |LUser Access

Directory:
Hostis):

Basic permissions:
(® Read-only

() Read / Write

#® Cancel




Samba server

Workgroup: | mygroup

Description: | Samba Server



Server setup and
configuration

Setting up NFS file server
Setting up Samba file server
The Apache web server
Setting up FTP server




Apache Web Server

Bl iestpageforthe Apache HTTP Serveron Fedora Core Motilla Fir e - - ~ |

e Edit View Go Bookmarks Tools Help

LI http://localhost/

|| Red Hat, Inc. || Red Hat Network | Support JShop | Products | Training

Fedora Core Test Page

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page, it means
that the Apache HTTP server installed at this site is working properly.

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing this page indicates that the website You may now add content to the directory
you just visited is either experiencing problems, or is undergoing that until you do so, people visiting your website will see this
routine maintenance. page, and not your content. To prevent this page from ever

being used, follow the instructions in the file
If you would like to let the administrators of this website know that htt

you've seen this page instead of the page you expected, you

should send them e-mail. In general, mail sent to the name You are free to use the images below on Apache and Fedora
“webmaster" and directed to the website's domain should reach Core powered HTTP servers. Thanks for using Apache and
the appropriate person. Fedora Core!

For example, if you experienced problems while visiting - wered by 2.0
www.example.com, you should send e-mail to “A PracH

"webmaster@example.com”,

For information on Fedora Core, please visit the Fedora Project



COMPUTER SECURITY

ISSUES

LINUX security checklist

Securing linux with IP table firewalls
Configuring an IP table firewall
Securing Linux features
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